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TERMS OF USE
The Terms of Use for this Agreement (“TOU”) apply to the VectraView internet web portal called (the “Portal”) owned and maintained by Crescendo. By completion
of the VectraView Portal Access Agreement Form, you (also referred to herein as “User” or “Authorized User” or “Oﬃcer”) agree to be bound by the terms and
conditions contained herein. An Oﬃcer is deﬁned herein as an individual empowered by the entity (the provider group) to bind the organization in this Agreement.
I. Description of Services. The Portal is designed to provide online results from testing services provided by Crescendo. Additionally, the Portal may be used
as a patient management platform and a database to document information related to Crescendo’s testing services. Through the Portal, Crescendo provides you
with (i) access to patient laboratory results; (ii) features for storing non-laboratory data on patients; (iii) features for storing patients who have not yet had a
Crescendo laboratory test; (iv) access to documents and information related to the laboratory test services; (v) the ability to order laboratory tests for your patients;
and (vi) features for securely communicating with Crescendo regarding speciﬁc patient clinical and/or customer service-related inquiries. Additionally, Crescendo
may provide data upload and/or data entry services to help the User store patient data in the Portal. The services provided through the Portal and the data upload
and/or data entry services (collectively, the “Services”), including, but not limited to any updates, enhancements, new features, and/or the addition of any new
properties, are subject to these TOU. Crescendo may also oﬀer services from time to time that are governed by other contractual terms. In such cases those terms
will be posted on the Portal in association with the relevant service (s) to which they apply.
II.

User Responsibilities.

A. Conﬁdentiality and Compliance with Laws. You agree and acknowledge that you will have access to conﬁdential and personally identiﬁable health
information on this Portal and that your use of such information shall be in accordance with these TOU and all applicable provisions of the federal privacy
regulations and the federal security regulations issued pursuant to the Health Insurance Portability and Accountability Act of 1996 (“HIPAA”), as amended,
Crescendo’s Notice of Privacy Practices, and all applicable local, state, federal and foreign laws and regulations. To the extent that you have disclosed, provided or
otherwise made available personally identiﬁable health information of other individuals, including your patients and other members of your practice/organization on
this Portal, you acknowledge and agree that you are responsible for ensuring that your use and disclosure of such information complies with HIPAA, as amended,
and all applicable local, state, federal and foreign laws and regulations. Crescendo's Notice of Privacy Practices applies to the use and disclosure of patient results,
conﬁdential and personally identiﬁable health information, and may be found posted on the Portal at
https://vectraview.crescendobio.com/PhysicianPortal/About/TermsOfUse. The Notice of Privacy Practices
(https://vectraview.crescendobio.com/PhysicianPortal/About/PrivacyNotice), as it may change from time to time, is a part of these TOU and is incorporated herein
by reference in its entirety. By entering the Portal to retrieve, view, display and otherwise access the personally identiﬁable health information of any individual, you
warrant and represent as of the time of each such access, with respect to each such individual whose personally identiﬁable health information you are accessing
that: (i) you are an Authorized User as deﬁned in Section C below; (ii) that you have the individual’s informed consent and authorization to access such individual’s
health information; and (iii) that your access and use of such individual’s health information shall be in accordance with these TOU and all applicable provisions of
the federal privacy regulations and the federal security regulations issued pursuant to the Health Insurance Portability and Accountability Act of 1996 (“HIPAA”), as
amended, Crescendo’s Notice of Privacy Practices, and all applicable local, state, federal and foreign laws and regulations.
B. Member Account, Password, and Security. You will be provided with an account, which is accessed by use of a personal password and user name. You are
responsible for maintaining the conﬁdentiality of your password and account, and any and all activities that occur under your account. It is your user responsibility
to change the password to your account on a regular basis. You agree to notify Crescendo immediately of any unauthorized use of your account or any suspected
breach of security.
If Crescendo has reason to believe that the security of your access to the Portal, including, but not limited to, your log-in and password, has been compromised,
Crescendo will immediately change your password and will attempt to notify you by means of the information as provided by you in the Portal Access Agreement
Form.
Crescendo will not be liable for any loss that you may incur as a result of someone else using your password or account, either with or without your knowledge.
You may be held liable for losses incurred by Crescendo or another party due to someone else using your account or password.
C. Authorized Users. An authorized user, as deﬁned below, is any practice member who has been granted access to the VectraView Portal via the execution of
or designation via the VectraView Portal Access Agreement Form and agrees to abide by the Terms of Use of this Agreement.
a. Providers. Providers are medical professional staﬀ members licensed to practice medicine and who have legal authority to prescribe diagnostic tests. A
Provider may authorize one Institutional Representative and/or one or more Staﬀ members to manage or access Provider’s account; provided that such
Institutional Representative and/or Staﬀ member(s) are bound by the Terms of Use for this Agreement.
b. Institutional Representative. The Institutional Representative is a representative, employee or aﬃliate of the practice who has been given rights by the
Oﬃcer/Provider to represent its interests and approve additional Authorized Users for access to the Portal. The Intuitional Representative may modify
VectraView account information and have access to patient data on behalf of the Provider/Oﬃcer who has executed a VectraView Portal Access Agreement
Form.
c. Staﬀ. By written authorization from the Provider or the designated Institutional Representative to Crescendo, Staﬀ members will have access to
information, documents, and laboratory results relating to Provider’s patients via the Settings in the Portal. Each Staﬀ will use a personal password and
user name and will be bound by these TOU. The Provider or your designated Institutional Representative shall notify Crescendo immediately if you wish to
suspend or terminate an authorized Staﬀ member’s account. Staﬀ members may not approve access to the Portal unless given the designation of
Institutional Representative.
d. Oﬃcer: An Oﬃcer is deﬁned herein as an individual empowered by the entity (the provider group) or the practice to bind the organization in this Agreement.

In the event that any Authorized User ceases to be your representative, employee or aﬃliate for any reason, you agree to notify Crescendo at least ﬁve (5) days prior
to the eﬀective date of such termination, or, in any event, no later than twelve (12) hours after the eﬀective time of such termination. Crescendo may immediately
terminate Portal access for such Authorized User.
D. Termination. If you terminate your agreement with Crescendo, or your relationship with the practice group or other entity that has contracted with Crescendo
has terminated, you shall immediately cease using your access to the Portal and will take appropriate steps (such as contacting our Support Center) to inform us
that you are no longer entitled to access. If your relationship with a particular individual whose health information is accessible through this Portal is terminated, or
if the individual has revoked his/her consent or authorization for you to access his/her health information, you shall immediately cease your access to the particular
individual’s protected health information through this Portal and will take appropriate steps (such as contacting our Support Center) to inform us that you are no
longer entitled to access such individual’s protected health information.
III.

Crescendo Responsibilities.

A. Crescendo will take all reasonable steps to make the Portal available to Authorized Users 24 hours, 7 days a week, excluding periods for scheduled
maintenance, which will be scheduled outside normal business hours, and excluding unanticipated downtime requiring emergency maintenance, during which
Crescendo will take reasonable steps to restore the Portal to full operation as soon as reasonably possible.
B. Crescendo shall safeguard User’s Protected Health Information (“User PHI”) as deﬁned and in accordance with HIPAA regulations and the Privacy and
Security Rules set forth in 45 CFR Part 160, subparts A, C and E of Part 164. Crescendo shall use and disclose User PHI only as required to satisfy its obligations
under the Agreement, as permitted by User, or as required by law, and shall not otherwise use or disclose any User PHI.
a. Tested Patient Data. Crescendo shall only use and disclose Tested Patient Data (as deﬁned below) as permitted by HIPAA rules and regulations. “Tested
Patient Data,” means data received from User as part of the Services and required for laboratory testing and reimbursement operations for patients with at least
one laboratory test order received by Crescendo in its role as a Covered Entity under HIPAA. “Covered Entity” shall have the meaning given to such term in 45
C.F.R. § 160.103.
b. Untested Patient Data. Crescendo shall use and/or disclose the Untested Patient Data (as deﬁned below) only as permitted or required by this Agreement or as
otherwise required by law. In this regard, Crescendo shall (i) use Untested Patient Data only for providing Services to the User, (ii) not use Untested Patient Data
for any additional purpose other than providing Services, without written authorization from User, (iii) not contact patients without written authorization from
User; and (iv) remove Untested Patient Data from the Portal, upon the written request of User. In the event that Crescendo determines that returning or
destroying Untested Patient Data is infeasible, Crescendo shall provide to User notiﬁcation of the conditions that make the removal infeasible and shall extend
the protection of this Agreement to the Untested Patient Data for so long as Crescendo maintains such Untested Patient Data. “Untested Patient Data” means
data received from User as part of the Services for patients with no laboratory test order received by Crescendo. This Section III (B)(b) shall survive the
termination of this Agreement.
c. Associated Patient Data. Crescendo shall use and/or disclose the Associated Patient Data (as deﬁned below) only to provide the Services to the User, as
permitted or required by this Agreement, as permitted by written authorization from User or as otherwise required by law. Associated Patient Data may be
received by Crescendo in conjunction with a laboratory test order or separate from a laboratory test order. Associated Patient Data may be entered by User
into VectraView or otherwise sent to Crescendo using a secure and agreed upon means of communication. “Associated Patient Data” means patient data
received from User as part of the Services that is not required for laboratory testing and reimbursement operations and therefore not Tested Patient Data, such
as, but not limited to, dates of diagnosis, dates of disease onset, medications, and additional disease metrics.
C. Crescendo shall use reasonable safeguards to prevent the use or disclosure of User PHI and shall implement administrative, physical and technical
safeguards that reasonably protect the conﬁdentiality, security, integrity and availability of electronic User PHI that it creates, receives, maintains or transmits on
behalf of User in accordance with applicable law.
D. Crescendo shall notify User of any breaches of Untested Patient Data determined to be above a low risk under the Breach Rule (deﬁned per 45 CFR
§164.402), as soon as possible, but not later than ﬁve (5) business days after discovery, stating (to the extent known by Crescendo) the nature of such use or
disclosure. With respect to patient data managed by Crescendo as a Covered Entity, Crescendo shall notify patient(s) of any breaches no later than sixty (60)
calendar days after discovery, stating (to the extent known by Crescendo) the nature of such use or disclosure.
E. For avoidance of doubt, in no event will Crescendo use any Untested Patient Data or Associated Patient Data other than to provide the Services to User as
provided in this TOU, unless the User otherwise consents in writing.
IV.
User Representations. You represent and warrant that you are an Authorized User and are either: (i) a Provider, and that your license has not been
suspended or revoked for any reason; (ii) a designated Institutional Representative of a licensed medical professional; or (iii) a Staﬀ member of a licensed medical
professional, whose access to the Portal has been granted pursuant to Section II(C) herein.
V.
Personal and Non-Commercial Use Limitation. U.S. and foreign copyright, trade secret, trademark, unfair competition laws, and other applicable laws and
regulations protect the Portal and Services provided on this Portal. Unless otherwise speciﬁed, the Portal and the Services are for the sole use of you and your
Authorized Users. Reports provided on the Portal may not be copied, distributed, transmitted, reproduced, or otherwise transferred except by the Provider and
then for the sole purpose of patient care. YOU AGREE TO ASSIGN, AND HEREBY ASSIGN, TRANSFER, AND CONVEY TO CRESCENDO, EXCLUSIVELY AND
PERPETUALLY, ALL RIGHT, TITLE, AND INTEREST THROUGHOUT THE WORLD WHICH YOU HAVE OR MAY HAVE DEEMED TO HAVE IN, AND CRESCENDO
SHALL HAVE COMPLETE AND EXCLUSIVE OWNERSHIP OF ALL DISCOVERIES AND INVENTIONS CONCEIVED OR REDUCED TO PRACTICE BY YOU
RESULTING FROM YOUR USE OF THIS PORTAL OR THE REPORTS PROVIDED TO YOU ON THE PORTAL. You hereby appoint Crescendo as your attorney-infact to execute any documents on Crescendo’s behalf relating to inventions conceived or reduced to practice by you resulting from your use of the Portal.
VI.
No Medical Advice. THE CONTENT ON THE PORTAL IS INTENDED TO BE AN INFORMATION RESOURCE ONLY, AND IS PROVIDED SOLELY ON AN “AS
IS” AND “AS AVAILABLE” BASIS. Crescendo is not engaged in rendering medical advice via this Portal, and the information provided is not intended to be a
substitute for professional medical advice, diagnosis, or treatment. Crescendo does not recommend or endorse any speciﬁc Providers, products, procedures,
opinions, or other information that may be mentioned on the Portal. Reliance on any information provided by Crescendo, employees of Crescendo, others
appearing on the Portal at the invitation of Crescendo, or other visitors to the Portal, is solely at your own risk.
VII.
Data Access and Privacy. All access to information contained in the Portal is secured by the use of a standard password mechanism. Transmission of
information between the Crescendo system and your web browser is encrypted through the use of a secure socket layers (SSL) protocol. Information is processed
and stored on controlled servers with restricted access. Crescendo will monitor usage of the Portal and maintain usage audits and logs of all activity. If suspicious

activity is found, Crescendo has the right to suspend or terminate a user account.
Access to a patient's results is limited to the patient's Provider and Authorized Users within the same practice. Access to your patient's speciﬁc data by a nondesignated participating provider will only be permitted by Crescendo, through the Portal, if the data is de-identiﬁed and in aggregate form. See Crescendo's
Notice of Privacy Practices.
VIII. Warranties. Crescendo makes no representations about the suitability or accuracy of the information contained on the Portal, or provided under the
Services for any purpose. ALL INFORMATION IS PROVIDED "AS IS" WITHOUT WARRANTY OF ANY KIND. THE COMPANY AND/OR ITS RESPECTIVE SERVICE
PROVIDERS HEREBY DISCLAIM ALL WARRANTIES AND CONDITIONS WITH REGARD TO THIS INFORMATION, INCLUDING ALL WARRANTIES AND
CONDITIONS OF MERCHANTABILITY, WHETHER EXPRESS, IMPLIED OR STATUTORY, FITNESS FOR A PARTICULAR PURPOSE, TITLE AND NONINFRINGEMENT. CRESCENDO MAKES NO REPRESENTATIONS OR WARRANTIES THAT USE OF THE PORTAL WILL BE UNINTERRUPTED OR ERROR-FREE.
YOU ARE RESPONSIBLE FOR TAKING ALL NECESSARY PRECAUTIONS TO ENSURE THAT ANY CONTENT YOU OBTAIN FROM THE PORTAL IS FREE OF
VIRUSES AND MAINTAINED IN A SECURE MANNER.
The Portal and/or documents available in connection with the Services may include technical inaccuracies or typographical errors. Changes are periodically added
to the information on the Portal and/or the TOU. Crescendo and/or its respective suppliers may make improvements and/or changes in the Portal, Services or TOU
at any time, without notice.
IX.
Assignment: Neither Party shall assign or transfer any rights or obligations under this Agreement without the prior written consent of the other Party;
provided, however, that either Party may, without such consent, assign this Agreement and its rights and obligations hereunder in connection with the transfer or
sale of all or substantially all of its business, or in the event of its merger, consolidation, change of control or similar transaction. Any permitted assignee shall
assume all obligations of its assignor under this Agreement.
X.
Limitation of Liability. YOUR USE OF THIS PORTAL, ANY CONTENT ON THIS PORTAL, AND/OR THE SERVICES IS AT YOUR OWN RISK. CRESCENDO
SPECIFICALLY DISCLAIMS ANY LIABILITY, WHETHER BASED IN CONTRACT, TORT, STRICT LIABILITY OR OTHERWISE, FOR ANY DIRECT, INDIRECT,
INCIDENTAL, CONSEQUENTIAL, OR SPECIAL DAMAGES ARISING OUT OF OR IN ANY WAY CONNECTED WITH ACCESS TO OR USE OF THE PORTAL OR THE
SERVICES, EVEN IF CRESCENDO HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. IN NO EVENT SHALL CRESCENDO OR ITS RESPECTIVE
SERVICE PROVIDERS BE LIABLE FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS
OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION
WITH THE USE OF THE PORTAL OR THE SERVICES. CRESCENDO’S MAXIMUM LIABILITY TO YOU SHALL NOT EXCEED THE AMOUNT OF FEES PAID FOR
THE SERVICES, IF ANY.
XI.
No Unlawful or Prohibited Use. As a condition to your use of the Portal and the Services, you will not use either for any purpose that is unlawful or
prohibited by these TOU. You may not use the Portal and the Services in any manner that could damage, disable, overburden, or impair any server for which
Crescendo is responsible, or the network(s) connected to those servers, or interfere with any other party's use and enjoyment of the Portal or any Services. You
may not attempt to gain unauthorized access to the Portal or any Services, other accounts, computer systems or networks connected to any of Crescendo's
servers or to the Portal or any of the Services, through hacking, password mining or any other means. You may not obtain or attempt to obtain any materials or
information through any means not intentionally made available through the Portal or the Services.
XII. Feedback Provided to Crescendo. You may submit feedback and suggestions regarding improvements or enhancements to the Portal and/or the Services,
(collectively “Feedback”). Feedback may be provided through e-mail or other means and may not contain any User PHI as deﬁned in Section III (B). By providing
Feedback, you are granting Crescendo, its aﬃliated companies and necessary sublicenses permission to use your Feedback in connection with the operation of
their businesses, including, without limitation, all Services.
XIII. Amendment. Crescendo may at any time revise or modify its TOU and/or its Notice of Privacy Practices, or impose new conditions for use of this Portal.
Such changes, revisions or modiﬁcations shall be eﬀective immediately. Any use of the Portal by you after such changes, revisions or modiﬁcations shall be
deemed to constitute an acceptance of such changes, revisions or modiﬁcations. The most current version of the TOU
(https://vectraview.crescendobio.com/PhysicianPortal/About/TermsOfUse) and Notice of Privacy Practices
(https://vectraview.crescendobio.com/PhysicianPortal/About/PrivacyNotice) can be found on the Portal. Crescendo may modify its services at any time.
XIV. Links to Third Party Sites. There may be links within the Portal that will take you to websites operated by third parties, subject to their respective terms of
use and privacy policies. The linked sites are not under the control of Crescendo and Crescendo is not responsible for the contents of any linked site or any link
contained in a linked site, or any changes or updates to such sites. Crescendo is not responsible for webcasting or any other form of transmission received from
any linked site. The company is providing these links to you only as a convenience, and the inclusion of any link does not imply endorsement by the company of
the site.

*As of November 30 2017 the Vectra DA score is adjusted based on the age, gender and adiposity of the patient.The unadjusted score is provided for historical comparison
©2017 Crescendo Bioscience, Inc. All rights reserved. Vectra, Crescendo Bioscience and the associated logos are registered trademarks of Crescendo Bioscience, Inc.

